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Features and Enhancements

Description

Service Provider Applications upon request MAG-8125
will now be able to switch their mode of

operations to a FedRAMP-compliant

standard where Personal Identifiable

Information (PIl) and Privilege user's

access and controls will be enforced.

Under the FedRAMP compliant standard,
users and admins will need a FIPS 140-2
compliant authenticator to access
applications and PII data.

Portal Administrators such as Exostar
Portal Admins, Service Provider Admins,
Adoption admins, and Org steward due to
current access privileges will need to
obtain a FIPS 140-2 compliant
authenticator to maintain their current level
of admin access.

Org Stewards can now accept terms and MAG-7918
conditions on behalf of the organizations

they manage via an enhanced user

experience which makes it easier to review

the pending requests.

Org Stewards can now authorize their MAG-7917
users for application access via an

enhanced user experience which makes it

easier to review the pending requests.




App Admins who can now authorize their
users for application access via an
enhanced user experience which makes it
easier to review the pending requests.

MAG-7911

Service Provider Admins can now approve
user requests via an enhanced user
experience which makes it easier to review
the pending requests.

MAG-7912

Exostar's internal Portal Admins (EPA) can
now approve organizations for application
access via an enhanced user experience
which makes it easier to review the
pending requests.

MAG-7913

We have added a link on the login page to
the Exostar OTP policy, which will make it
easier to find and review.

MAG-9154

The self-registration process will be re-
enabled with the added security
mechanism of requiring a registering user
to solve a captcha challenge on each
registration attempt they make.

MAG-8896

The bulk upload (version beta) has been
enhanced to make it easier to get to the
upload template as well as the user guide.

MAG-9150

10.

The "Go to MyExostar" help link has been
relabeled to "Get Help" to make it easier
for customers to identify our help pages.

MAG-9407




Closed Issues / Defects addressed in this release

Description Case ID

1. We have improved the error message MAG-7856
shown when a user tries to self-register to
an existing organization that has opted
out of the invitation process.

2. We have improved the error message MAG-9351
shown, during the self-service identity
proofing process, when a user's profile
contains invalid data such as the user's
name containing unsupported special
characters, an empty or null user
address, an empty or null region-code
and the phone number format being
invalid for a US number.

3. Deactivated organization admins will no MAG-7801
longer be included in emails.

4. We have resolved the error that causes a MAG-8850
duplicated web page within the original
when an organization admin tries to add
a new user with access to some of our
service provider applications.




We have resolved the issue preventing
Exostar Portal Admins (EPAS) from
assigning administrative roles to users.

MAG-6683

ltems

Known Issues

Description

When reviewing a registration request the
SP admin is unable to see if the user has
an FIS credential. This is being worked
on and will be included in the next
release.

Case ID

MAG-9444

When an org admin with also an adoption
admin role on their account approves a
user, the request skips the application
admin approval step

MAG-9460
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