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This edition applies to the current release of Managed Access Gateway (MAG) and to all
subsequent releases and modifications until otherwise indicated in new editions.
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Features and Enhancements

Description

1 We've added support for FIDO2 FIPS
certified security keys in MAG. This will
allow users to register and use a FIDO FIPS
Security key (such as a YubiKey with FIPS
validation) as a second factor for
authentication and credential elevation.

2 The login page has been updated to reflect
the latest Exostar branding. This includes
an updated layout and styling of the
ACCEPTABLE USE POLICY banner.

3 The MAG Header has been updated to
reflect the latest Exostar branding.

4 The MAG Footer has been updated to
reflect the latest Exostar branding.

5 We have updated our system-generated
email templates to align with the 2025
branding standards. Updated templates
now feature the new Exostar logo, brand
colors, and standardized layout.

6 A security notice has been added to the
verification method selection screen that
informs users that phone-based OTPs are
less secure than other available options.

Case ID ‘
MAG-9025

MAG-10774
MAG-10828

MAG-10829
MAG-10830

MAG-11038

MAG-10953
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Defects
Description CaselD
1 Fixed the approval instructions includedin ~ MAG-10151

the user subscription notification email
sent to Application Admins (App Admins)
and Service Provider Admins (SP Admins).

2 Fixed the issue where multiple backup OTP = MAG-10534
credentials were shown as duplicate rows;
now a single row is displayed per credential

type.

3 Fixed an issue in the new Request Inbox MAG-10648
where approving or denying a request did not
load the next 100 requests in the queue for
Admins

4 Fixed an issue where the Acceptable Use MAG-10951
Policy was not visible on the MAG login

page

5 Fixed performance issue causing delays of  MAG-9805
up to 30 seconds when accessing the SP
Admins tab
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